Nudopmanuonnas naMaTKa A1 00y4aroluXcs ISl pa3MelieHns Ha opuIuaIbHbIX
HuTtepHer-pecypcax

C kaxxgblM roqomM MonoaeXxu B UHTEPHETE CTaHOBUTLCA GonblLue, a LWKONbHUKA OAHU 13
CaMbIX aKTMBHbIX Nonb3oBaTenen PyHeta. Mexay TemM, TOMUMO OrPOMHOIO KONU4ecTBa
BO3MOXXHOCTEWN, MHTEPHET HeceT M nNpobnemMbl. ATa NnamsaTKa JOMKHA NOMoYb Tebe
©e3onacHo HaxoauTbCs B CETH.

KoMnbroTepHblie BUPYCHI

KoMnbloTepHbIN BUPYC - 3TO Ppa3HOBUAHOCTb KOMMbIOTEPHbLIX NPOrpamMmm,
OTNNYNUTENBHON OCOBEHHOCTLIO KOTOPOK SIBMSIETCHA CMNOCOBHOCTL K padMHOXeHUIo. B
AOMNOJSIHEHME K 3TOMY, BUPYCbl MOTYT NOBPEeAUTb WS MOMNHOCTLIO YHUYTOXNUTL BCE
dhannbl U JaHHble, MOAKOHTPOSIbHbIE MOSb30BaTEND, OT MMEHWN KOTOPOro Bbina
3anyLieHa 3apaxeHHasi nporpamMmma, a Takke noBpeauTb U Jaxe YHUUTOXUTb
ornepaumoHHy0 CUCTEMY CO BCEMU dharnamm B Leniom. B 6onblInHCTBE crnyyaes
pacrnpoCTPaHATCA BUPYCbl Yepe3 MHTEPHET.

Memodbi 3awumel om 8pedOHOCHbIX fpo2paMMm:
Mcnonb3yi coBpeMEHHbIE OnepaLMoOHHbIE CUCTEMbI, UMEIOLLIME CEPbE3HbIN YPOBEHD
3alWNTbl OT BPEOOHOCHbIX NPOrpamm;

lMocTosHHO ycTaHaBnmMBam naTym (LMdpoBbie 3annaTku, KOTOpble aBTOMaTUYECKN
yCTaHaBMMBAOTCA C LieNbio 4opaboTkn nporpamMmmbl) 1 apyrne 06HOBNEHUS CBOEN
onepaumnmoHHon cnctemMbl. CkaunBam Ux TONbKO C oduumManbHOro camta paspaboTymnka
OC. Ecnu cyliecTtByeT pexum aBToMaTU4YeCKOro 0OHOBMEHNS, BKIOYN €rO;

PaboTait Ha cBoeM KOMMbOTEPE NOA NpaBaMu Nosfb30BaTens, a He agMUHUCTpaTopa.
370 He No3BONUT BONMbLUMHCTBY BPeAOHOCHbIX MPOrpaMM MHCTanNIMpoBaTbCs HAa TBOEM
NepcoHanbHOM KOMMbIOTEPE;

Mcnonb3yi aHTMBUPYCHbIE NpOorpaMMHbIe NPOAYKTbl M3BECTHbLIX Npou3BoANTENEN, C
aBToMaTM4ecknm obHoBneHnem 6a3s;

OrpaHuyb U3NYECKUN 4OCTYN K KOMMbIOTEPY Arsi MOCTOPOHHUX NNLL;

Mcnonb3yi BHELLHME HOCUTENN MHAbopMaUuK, Takue Kak newika, gUCK nnu gamnn mns
WHTEPHETA, TOSbKO 13 NPOBEPEHHBIX MCTOYHUKOB;

He oTkpbiBan KOMMblOTEPHbIE (hannbl, NOSTyYEeHHbIE U3 HEHAOEXHbLIX UICTOYHUKOB. [Jaxe
Te pannbl, KOTOpbIE NpUcnan TBOW 3HAKOMbIN. Jlydlle yTOYHM Yy HEero, oTnpasisn fiv OH
Tebe unx.

Cetn WI-FI

Wi-Fi - 3TO He BuA nepefaym gaHHbIX, HE TEXHONOIMS, a BCEro nuilb 6peHa, mapka.
Ewe B 1991 rogy HugepnaHackasa komnaHus sapermctpmposana openg « WECA», uTo
obo3Havano cnosocoyeTaHue «Wireless Fidelity», KoTopbIi nepeBOANTCS Kak
«BecnpoBogHas TOYHOCTbY.

[lo Hawero BpemMeHu gowna gpyras abbpesmaTtypa, KoTopasi ABMsSIETCA TaKOW e
TexHonornen. 3to abbpesnatypa «Wi-Fi». Takoe Ha3BaHMe ObINO 4aHO C HAMEKOM Ha
cTaHZapT BbICLUMIA 3BYKOBOW TeXHWKKN Hi-Fi, 4TO B nepeBoae 03HavaeT «BbIiCOKas
TOYHOCTb».


https://edu.tatar.ru/upload/storage/org1499/files/1%20.pdf
https://edu.tatar.ru/upload/storage/org1499/files/2%20.pdf

Ha, 6ecnnaTHbIN MHTEPHET-OOCTYN B Kadhe, OTensx n asponoprax ABNSETCA OTINYHON
BO3MOXHOCTbIO BbIXOAa B MHTEPHET. HO MHOrMe aKcnepTbl CYMTaloT, YTO
obwepoctynHble Wi- Fi ceTn He aBnstoTca 6e3onacHbIMU.

CoBeTbl No 6e3onacHocTn paboTte B obwenocTynHbix ceTax Wi-fi:

He nepepnaBai cBoto nuyHyto nHdpopmaunto yepes obwegoctynHoie Wi-Fi ceTtn.
PaboTas B HMX, XXenaTenbHO He BBOAUTb Naponin 4OCTyNa, NOrmHbl U Kakne-To HoMepa;

Ncnonb3yi n 06HOBAN aHTUBMPYCHbIE NporpaMmmbl 1 6pangmMayap. Tem cambiM Thbl
obe3onacuulb cebsi OT 3aKayku BUpYyca Ha TBOE YCTPONCTBO;

Mpwn ncnone3oBanun Wi-Fi oTkntoum doyHkumio «O6Lwmim goctyn K oarnnam m
npuHTepamy». [laHHas yHKUMS 3aKpbiTa MO YMOMYaHW0, O4HAKO HEKOTOpPLIE
nonb3oBaTeNU akTUBMPYIOT €€ aAnga yaobcTBa Mcnonb3oBaHns B paboTe unm yyebe;

He ncnoneayn nyonunydein WI-FI ana nepefaymn nnyHbIX AaHHbIX, HAanpumep ans
BbIX04a B coumnarnbHble CETU UMK B ANIEKTPOHHYIO MOYTY;

cnonb3yn Tonbko 3awmiieHHoe coeanHeHune Yyeped HTTP'S, a He HTTP, T.e. npu
Habope Beb-agpeca BBOAN UMEHHO «https://»;

B mobunbHoM TenedgoHe oTknoun pyHkumio «lMNoakntodeHne Kk Wi-Fi aBTomaTndeckmny.
He gonyckan aBTomMaTMyeckoro noakniodeHunsa ycrponctaa k cetam Wi-Fi 6e3 TBoero
cornacus.

CoumanbHble ceTu

CoumanbHble CETU aKTUBHO BXOASAT B HaLy XXW3Hb, MHOTME nioan paboTaroT M XKNBYT
TaMm NocTOsHHO, a B Facebook yxe 3apernctpuposaH munnmapg 4enoBek, 4To
ABNAETCA OAHOW ceabMOU BCceX Xutenemn nnaHetbl. MHOrne nonb3oBartenu He
NOHMMALOT, YTO MHGOPMaUUS, pa3MeLLLleHHasa MU B coLMarnbHbIX CETAX, MOXET ObITb
HangeHa 1 UCnonb3oBaHa KeEM yrogHo, B TOM Yncre He 06s3aTenbHO ¢ Gnarnmm
HaMepeHNAMMN.

OcHoBHble coBeTbl N0 6e30NacHOCTN B coLMarnbHbIX CETAX:

OrpaHnyb cnncok gpysen. Y 1ebs B Apy3bsiX HEe AOSMKHO ObITb CryYanHbIX U
He3HaKOMbIX NIOOEWN;

3alumiian cBoto YacTHYH XM3Hb. He ykasbiBai naponu, TenedoHsbl, agpeca, gaTy
TBOErO POXOEHUS U APYTYH0 NNYHY0 MHpopMaLnio. 3MOYMbILLIIEHHUKA MOTYT
MCMonb30BaTh Aaxe UHAOPMALIMIO O TOM, Kak Tbl U TBOM POAUTENW NnaHupyeTe
NMPOBECTU KaHWKYIbI;

3alumiian cBoko penyTaumio - AepXu ee B YNCTOTEe 1 3aaaBan cebe Bonpoc: xoTes Obl
Thl, YTOObLI Apyrne Nonb3oBaTenn BUAENN, YTO Thl 3arpyxaelub? MNogyman, npexae yem
4YTO-TO ONybnMKoBaTb, HANUCaTb U 3arpy3nThb;

Ecnu Tl roBopuilb C noabMun, KOTOpPbIX HE 3HaeLllb, HEe I/ICI'IOJ'IbSyIZ CBO€ peaJlibHOE M4
N Opyrywo JNiM4Hyro I/IH(*)OpMaLI,I/II/II nMA, MeCTO XKUTelbCTBa, MECTO y‘-le6bl n npo4yee;

N36eran pasmelueHnsa potorpacdun B VIHTepHeTe, roe Tbl M306pakeH Ha MECTHOCTH,
MO KOTOPOW MOXHO onpeaenuTb TBOE MECTOMONOXEHNE;

Mpu perncrpaumm B coumanbHOM CETU HEOBXOANMO UCTONb30BaTh CIOXHbIE Naponu,
cocTosLme u3 BykB 1 UUP U C KONMYECTBOM 3HAKOB He MeHee 8;
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7. [Ons coumnanbHOW CETU, NOYTbI N APYrMX CanTOB HEOOXOANMO UCMONb30BaTh pa3Hble
naponu. Torga ecnu Teb4a B3NnomMatoT, TO 3fI0YMbILLUNIEHHMKM NOMAyYaT OCTYN TOMbKO K
O[HOMY MeCTY, a He BO BCe cpasy.

ONEeKTPOHHbIEe AeHbIM
ONEKTPOHHbIE AEHbIM — 3TO OYeHb YAOOHbIN cnocob nnaTexemn, OAHAKO CyLLECTBYIOT
MOLLIEHHWKM, KOTOPbIE XOTAT MNOMYYNTb 3TN OEHbIN.

OneKTPOHHbIE AEHbMN NOSIBUNINCH COBCEM HEQABHO Y MMEHHO U3-3a 3TOr0 BO MHOIMMX
rocyaapcTeax 4O CUX NMOp He NPONUcaHo Npo HUX B 3aKOHaXx.

B Poccum xe oHn beHKLl,I/IOHVIpyIOT N O HUX yXXe NponncaHo B 3aKOHe, rge nx
pa3gendarnT Ha HECKOJ1IbKO BUAOB - aHOHMMHbIE U HE aHOHUMHbIE. Pa3Huua B TOM, 4TO
adHOHUMHbIE - 3TO T€, B KOTOPbIX pa3peluaeTcd npoBoanTb onepaunmn be3
I/Iﬂ,eHTVI(bVIKaLI,VIVI nonb3oBaTtend, a B HEaHOHUMHbIX VILI,eHTVI(bVIKaLWIVI nonb3oBaTend
aBnsieTca obazaTenbHON.

Tarke cnegyeT pasnuyaTb SNEKTPOHHbIE braTHbIE AEeHbIN (PaBHbI FOCY4APCTBEHHBIM
BasntoTam) 1 aNeKTPOHHbIe HednaTHbIe AEHbIMN (HE paBHbl FOCY4apCTBEHHbIM
BantoTam).

OcHoBHbIe coBeTbI NO Be3onacHon pa60Te C ANNIEKTPOHHbLIMU OEHbIraMW:

1. TpuBsxM k cH4eTY MOBUNBbHBIN TeNedOoH. ATO cambi YAOOHbIN 1 BbICTPLIN cNOcob
BOCCTAHOBUTb A0CTYN K cHeTy. [1puBA3aHHbIN TenedoH NOMOXET, ecrniv 3abyaellb CBOM
nraTeXHbl Naposb UK 3anfellb Ha canT C HE3HAaKOMOro YCTPOUCTBA;

2. Ncnonb3yn ogHopasosble naponin. [locne nepexoga Ha yCUneHHyo aBTopmsauuio Tebe
yXXe He ByaeT yrpoxaTb ONaCHOCTb KpaXkyu Unu nepexesaTa niaTeXXHoro napons;

3. 3. Buibepu crnoxHbin napons. NpectynHukam OygeT He NpoCcTo yragaTtb CrOXHbIN
napornb. HagexHble napony — aTo Napornu, KoTopble cogepxaT He MeHee 8 3HaKoB U
BKITOYAIOT B ceb5 CTPOYHbIE U NPOMNUCHBLIE BYKBbI, LUMPLI N HECKONBKO CUMBOJIOB,
Takue Kak 3Hak gonnapa, yHTa, BocknuuaTtenbHbI 3Hak 1 T.n. Hanpumep, $tRONg!;;

4. He BBOAM CBOU NNYHbIE JaHHbIE HA canTax, KOTOPbIM HE AOBEpPAELLb.

OnNeKTPOHHaA noyrta

ONEeKTPOHHasi NoyYTa — 3TO TEXHOMOMMA N NpefoCcTaBnsieMble e YyCryru rno nepecbisike
N NOJTYYEHMIO 3MEKTPOHHBLIX COOBLLIEHNI, KOTOPLIE PAacNpPenensitoTCA B KOMMNbIOTEPHON
ceTn. OBbIYHO 3NEKTPOHHbIN NOYTOBBIN SALLMK BbIFAAUT Crieayrowmm obpasom:
UMs_Nonb3oBaTena@umsa_aomeHa. Takke KpoMe nepenaymn NnpocToro TeKcTa, MMeeTcs
BO3MOXHOCTb nepefasatb dpansbl.

OcHoBHble coBeTbl N0 6e3onacHon paboTe ¢ INEeKTPOHHOW NOYTOMN:

1. Hapo BbiBpaTth npaBusibHbIM NOYTOBLIN cepBUC. B MHTEpHETE eCTb OrPOMHbLIN BbIGOP
BGecnnaTHbIX NOYTOBbLIX CEPBMCOB, OAHAKO Jyylle AOBEPSTb TEM, KOro 3Haellb U KTO
nepBbIv B PENTUHTE;

2. He ykasbiBan B NU4HOM NoYTe NNYHy0 nHdopmaumo. Hanpumep, nyyie BolbpaThb
«My3blKanbHbIi_haHaTt@» unm «pok2013» BmecTo «Temal3»;

3. Vcnonb3yn oByxaTanHylo aBTopm3aumio. ITo Koraa NOMUMO Naposis Hy>XKHO BBOAUTb
Kog, npucbinaemel no SMS;
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Bbib6epu crnoxHbin naponb. [ns Kakgoro noYToBOro Awimka OMmKeH ObiTb CBOM
HaZEeXHbI, YCTOWYMBLIN K B3[IOMY Maporib;

Ecnu ecTb BO3MOXHOCTb HanucaTtb caMomy CBOW NNYHbIN BOMpocC, I/ICI'IOJ'Ib3yIZ Ty
BO3MOXHOCTb;

Mcnonb3yi HECKOSbKO NOYTOBBIX ALWMKOB. [1epBbin Ana 4YacTHOW Nepenuckn ¢
agpecatamu, KOTOpbIM Thl AOBEPSAELLb. OTO ANEKTPOHHbIN agpec He Haao
Mcnonb3oBaTh NPU perucTpauumn Ha oopymMax u camrtax;

He oTkpbiBan hannbl n gpyrne BRoXeHns B NUCbMax AaXKe eCrnnv OHU NPULLIIA OT TBOUX
Apy3en. Jlydwe yToOYHN Y HUX, OTNPaBNAnN Nv oHn Tebe aTn dannsl;

Mocne okoH4YaHWs paboTbl HA NOYTOBOM CEpPBUCE NMEepPes 3aKpbITUEM BKIAAKU C CaiTOM
He 3abyab HaxaTb Ha «BbInTuy.

KnbéepbynnuHr unu BuptyanbHoe usaeBaTtesibCTBO

KnbepbynnuHr — npecnegosaHme coobLEeHUsIMIN, cogepXKaLlMMmmn ockopbneHus,
arpeccuio, 3anyrmpaHue; XynmraHcTBo; coumnanbHoe BOMKOTMPOBaHME C MOMOLLIbLO
pPasfnnYHbIX MHTEPHET-CEPBUCOB.

OcHoBHble coBeTbl No 6opbbe ¢ KnbepbynIMHrom:

He 6pocaicsa B 6on. Jlyqwmm cnocob: nocoBeToBaTbCs Kak ceba BeCTU U, eCnn HeT
TOro, K KOMy MOXHO 06paTuTbCs, TO BHavarne ycnokonTtbcd. Ecnuv Tbl HaYHeLWb
oTBeYaTb OCKOPONEHNAMMN Ha OCKOPOBIEHUS, TO TONbKO eLle 6onblue pasoxkeLlb
KOHQOINKT;

Ynpasnsn cBoen kubeppenyrtaunen;

AHOHUMHOCTb B CETU MHUMaS. CyLIJ,eCTBy}OT Cnocobbl BbISICHUTbL, KTO CTOUT 3a
AHOHUMHbIM aKKayHTOM;

He cTouT Bectn xynuraHckui obpas BUpTyanbHOM XU3HU. MHTepHET doMKcnpyeT Bce
TBOM AENCTBUS U COXpaHSeT nx. Yaanutb nx dyget kpaHe 3aTpyaHUTENBHO;

Cobnogan cBon BUPTyanbHY YECTb CMOJIOAY;

NrHopupyin eanHUYHbIN HeraTue. OgHOpa3oBble OCKOPOUTENbHbIE COODLLEHUS NyYLle
urHopmpoBaTb. OBbIYHO arpeccus npekpallaeTcsa Ha HayanbHOW CTaauu;

BaH arpeccopa. B nporpamMmmax o6MeHa MrHOBEHHBIMU COOBLLIEHNSIMU, B COLManbHbIX
CeTsAX eCTb BO3MOXXHOCTb BNOKMPOBKM OTMNPaBKN COOBLLIEHMI C ONpeaeneHHbIX
aapecos;

Ecnu Tbl cBuaeTens knbepbynnuHra. TBou AeUCTBUS: BbICTYNUTbL NPOTUB
npecrenosaTensi, nokasaTb eMy, YTO ero AeNCTBUS OLIEHNBAKOTCS HEraTUBHO,
noaaepkatb XXepTBY, KOTOPOWN Hy)KHa NCUXONornyeckasi NOMOLLb, COOOLLNTL B3POCHbIM
0 hakTe arpeccrMBHOro NOBEAEHNs B CETU.

Mo6unbHbIN TenedoH

CoBpeMeHHble cMapTdOHbI U NNaHLWeThl cogepXaT B cebe BnosmHe B3poCbiin
doyHKUMOHAr, U Tenepb OHWU MOTYT KOHKYPUPOBaTb CO CTaLMOHAPHbLIMU KOMMbIOTEPAMMU.
OpHako, cpeacTs 3aWwmTbl 4N9 N040OHbLIX YCTPOUCTB NoKa O4eHb Marno. TecTnpoBaHue
N NOUCK YA3BMMOCTEN B HUX NPOUCXOOMUT HEe Tak MHTEHCUBHO, kak Ang K, To xxe camoe
KacaeTca 1 MOOUNbHbBIX NPUITOXEHNNA.
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CoBpeMeHHble MobunbHble Bpay3epbl yKe NPaKTUYeCcKM AOrHanIM HacToNbHbIe
aHanoru, ofHako paclumpeHne yHKLMoHana BreyveT 3a cobow 6onbLUyto CIOXHOCTb U
MEHbLLYH 3aLLUMLLEHHOCTb.

[aneko He Bce npon3BoaANTENTN BbllMyCKatloT obHoBNEHUA, 3aKpbiBawLWine KpUuTn4ecKkme
yA3BUMOCTU O11A CBOUX yCTpOVICTB.

OcHoBHble coBeTbl Ang 6e3onacHOCTM MOBUNbHOro TenedgoHa:

Huyero He siBnsieTcst no-HacTosiwemy 6ecnnaTtHbiM. Byab ocTopoxeH, BeAb korga Tebe
npeanaratoT 6ecnnaTHbIi KOHTEHT, B HEM MOTYT ObITb CKPbIThl KAKMe-TO NNaTHble
ycnyru;

Hdyman, npexae 4em otnpasutb SMS, ¢oTo nnun Bngeo. Tbl TOYHO 3HaELUb, [Ae OHU
ByayT B KOHEYHOM uTOore?

Heobxoammo o6HOBNSITL ONepaLMOoHHY0 CUCTEMY TBOEro CMapTdoHa;
Wcnonb3yi aHTUBUPYCHbIE NporpaMMbl Anst MOGUINbHbLIX TENEdOHOB;

He 3arpyxai npunoxxeHus oT HEM3BECTHOIO UCTOYHMKA, BEAb OHWM MOTYT COAepXaTb
BPEAOHOCHOE NporpaMmmHoe obecneveHue;

lMocne Toro Kak Tbl BbINAELLD C CanTa, rae BBOAWUIT NUYHYIO MHOpMaLmio, 3anaun B
HacTponku bpaysepa n yganm cookies;

Mepuoamnyeckn NpoBepsin Kakne nnaTHble YCNyrn akTMBMPOBaHblI HA TBOEM HOMEPE;

[aBaii cBoi HOMep MOBUIBHOIO TenedgoHa TONbKO NMOASM, KOTOPbIX Thl 3HaELLb U KOMY
[oBepsieLlb;

Bluetooth gomxkeH ObITb BbIKMOYEH, KOrga Thl UM He Nonb3yelbes. He 3abbiBan nHorga
NpoOBEPATL 3TO.

Online vrpsbl

CoBpeMeHHbIe OHMarH-Urpbl - 3TO KPACOYHbIE, 3axBaTbiBalOLWMe pa3BrnevyeHus,
006beuHALWME COTHU ThICAY YeNnoBeK No BCemMy MUpy. MIrpokn ncecnegyot AaHHbIA UM
MUp, oBLaTCa APYr C APYroM, BbINONHAKT 3a4aHns, CpaxatoTcs C MOHCTpamMm U
nony4aroT onbIT. 3a yAOBONbCTBME OHM NNATAT: NOKYNakT AMUCK, OnnayvnsaroT
aboHeMeHT nnun NnpnobpeTaroT Kakme-To Onunn.

Bce aTu cpeacTBa nayT Ha nogaepkaHue U pasBuTHe Urpbl, a Takke Ha camy
6e30nacHOCTb: COBEPLLEHCTBYHOTCSH CUCTEMbI aBTOPU3aLIMK, BbINYCKAOTCS HOBbIE NaTyu
(umdbpoBble 3annaTtky 4ns NporpamMM), 3aKpbiBaOTCS YA3BUMOCTY CEPBEPOB.

B nogo6HbIx nrpax CTout onacatbCA He CTOJIbKO CBOMX COMNEPHUKOB, CKOJIbKO KpaXu
TBOEro napond, Ha KOTOpoM OCHOBaHa CMcTtema aBTopu3aunm OonblNHCTBA urp.

OcHosHble cosemnbl o be3onacHOCMU meoeao uepoeoeco akkayHma:.
Ecnn p,pyr0|7| Urpok Beget cebsi nnoxo unu cosgaet Tebe HENPUATHOCTMU, 3a6n0|<mpy|7|
€ro B Crincke Urpokos;

I'Io>|<any|7|09 aaMUHUCTPaATopaM Urpbl Ha Niioxoe noBegeHmMe 3Toro Urpoka, xenartesibHo
NPUINOXNTb KakKne-1o JoKa3aTesibCTBa B BUOE CKPUHOB,
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N o o b~ w

He ykasbiBan NuUYHyo nHopmaumio B npodansie urpbl;
YBaxan gpyrmx y4acTHUKOB MO Urpe;

He yctaHaBnuBan HeoduLmanbHble Natym 1 Moabl;
Mcnonb3yin cnoxHble 1 pasHble naponu;

[axxe BO BpeMsl Urpbl HE CTOUT OTKIOYaTb aHTMBUpPYC. [oka Thbl Urpaellb, TBON
KOMMNbIOTEP MOTYT 3apa3unTb.

®OULWKHI UK Kpaxa NUYHbIX OAaHHbIX

OO6bIYHON Kpaxkeln AeHer U JOKYMEHTOB CErofHsi y)ke HUKOro He yauBMLLb, HO C
pasBUTUEM UHTEPHET-TEXHONOMMIA 3NOYMbILLNIEHHUKN NEPEMECTUNMUCH B UHTEPHET, U
NpoaoImKaT 3aHUMATLCS «THOUMbIMY» OEMNOM.

Tak nosiBunacb HoBas yrposa: UHTEPHET-MOLLUEHHNYECTBA Uy (OULLKHT, rMaBHas uerb
KOTOPOro COCTOMT B MoslydeHun KoHduaeHumanbHbIX AaHHbIX nons3oBartenen —
norvHoB 1 naponen. Ha aHrnuinckom a3bike phishing untaeTcsa kak douwmHr (ot fishing
— pbibHasga nosns, password — naporsb).

OcHosHble cosembl 1o 6opbbe ¢ huLUH20M:

Cnegawn 3a cBoum akkayHTOM. Ecnu Tbl nogo3peBaellb, YTO TBOSI aHkeTa bbina
B3rloMaHa, To Heobxoaumo 3abnokmpoBaTh ee U coobLWMTb agMMHUCTpaTopamM pecypca
00 3TOM Kak MOXHO CKOpeE;

WMcnonb3yi 6e3onacHble Be6-caiTbl, B TOM YNCIE, UHTEPHET-MarasnHoB M NMOMCKOBbIX
CUCTEM;

Mcnonb3yi CrioXHble 1 pasHble naponu. Takum obpasom, ecnn Tebs B3fnomaroT, TO
3M10YMBbILLMEHHMKN NoflyYaT JOCTYN TOMbKO K OAHOMY TBOEMY NMPOMUIIIO B CETU, @ HE KO
BCEM;

Ecnu Tebs B3nomanu, To Heob6xoanumo npeaynpeanTb BCeX CBOUX 3HAKOMbIX, KOTOPbIe
noGasneHbl y Tebsi B ApY3bsiX, O TOM, YTO Tebs B3nomanu 1, BO3MOXHO, OT TBOEro
nmeHn byaeT paccbinaTbCs CnaM M CCbINKU Ha (OULLIMHTOBLIE CalTbl;

YcTtaHoBu HagexHbl naposnb (PIN) Ha MOBUNbHBLIM TenedoH;
OTkno4M coxpaHeHne naponsa B 6paysepe;

He oTkpbiBan channbl n gpyrme BNoXeHusi B NMCbMax Aaxke eCrniv OHU MpULLAn oT TBOUX
apy3en. Jlydle yTouHn y HUX, OTNpaBnsnn v oHn tebe atn hannbi.

LucdpoBas penyrauus

Lindbposas penytaumsa - 370 HeraTMBHas UM NO3NTUBHAA MHpopMaumsa B ceTu o Tebe.
KomnpomeTupyowas nHgopmaums pasmeLleHHas B UHTEPHETE MOXET Cepbe3HbIM
obpasom 0TpasnTbCA Ha TBOEW pearbHOM XN3HW. «LlndpoBas penytaunsay - 3To TBOM
UMUK, KOTOPbIN hopMmnpyeTca n3 nHopmMmauumn o Tebe B MHTEPHETE.

TBOE MECTO XMTenbCTBa, y4ebbl, TBOE (PMHAHCOBOE MONOXEHNE, OCOOEHHOCTU
XapakTtepa u pacckasbl 0 65IM3KMX - BCe 3TO HaKannBaeTCsi B CETU.

MHorve noapoCTKM NErkoMbICIIEHHO OTHOCSITCS K NMy6rvKkaumMm NMYHoM MHopmaumm B
NHTepHeTe, He NoHMMas BO3MOXHbIX NocneacTeuii. Tbl ga)xe He CMoXellb AoragaTbes
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0 TOM, YTO poTorpacdms, pasmeLeHHasa 5 neT Ha3ag, ctana NPUYNHON OTKa3a NPUHATb
Tebsa Ha paborTy.

KoMmeHTapuu, pasmelyeHme TBoMx poTorpacun 1 apyrme 4encTtems MoryT He
NCYE3HYTb daxke nocrne Toro, Kak Tbl UX yaanuiib. Tbl HE 3HaeLUb, KTO COXpaHun aTy
MHdOpMaUUIo, Nonarna nm oHa B NOMCKOBbIE CUCTEMbI U COXpaHuUnach Nu OHa, a
rmaBHoOE: YTO nogymatloT 0 Tebe okpyxatoLlee noan, KOTopble HanayT U YBUAAT 3TO.
HanTtn nHdopmaLmio MHOro neT CnycTs CMOXeT Ntobon - kak n3 obpbIx NOGYXAEHUI,
TaK 1 C HAMEPEHNEM MPUYUHUTL Bpen. OTO MOXET ObITb KTO YroaHO.

OcCHOBHble COoBEeTbI MO 3aLUMTe LMGPOBON penyTauum:

Mogyman, npexge 4em 4To-To NybnukoBaTtb U nepenasaTb y cebsa B 6riore nnu B
couunanbHOn CeTu;

B HacTpownkax npodunga yctaHOBM OrpaHUYeHNA Ha MPOCMOTP TBOEro Npoduns n ero
COAEePXXMMOro, caernam ero ToNbKO «45s Apy3emn»;

He pasmelian n He ykasbiBan UHOPMaLUIO, KOTOpasi MOXET KOro-rnmbo ockopbnatb
nnm obwxaTb.

ABTOpCKOe npaBo

CoBpeMeHHbIE LLUKOSTbHUKK- aKTUBHbIE Nofb3oBaTenu umMdpoBOro NPOCTPaHCTBRA.
OpHako ganeko He BCe 3HAKOT, YTO NOSb30BaHME MHOMMMU BO3MOXHOCTAMMU LMPPOBOro
Mupa TpebyeT cobnogeHns npas Ha MHTENSeKTyanbHy COBCTBEHHOCTD.

TepMUH «MHTeNneKkTyanbHas cCOBCTBEHHOCTb» OTHOCUTCS K Pas3nnyHbiM TBOPEHMAM
YenoBEYECKOro yMa, HauMHas C HOBbIX M306peTeHU 1 3HaKkoB, 0603HaYaLWNX
COBCTBEHHOCTb Ha NPOAYKTbI U YCIYrK , U 3aKkaH4MBas KHUramu, otorpacmsmu,
KMHOOUNbMaMM U My3blKanbHbIMU NPON3BEAEHUSIMMU.

ABTOpCKME NpaBa - 3TO NpaBa Ha UHTENNeKTyanbHyt cobCTBEHHOCTb HA NPOU3BEAEHUS
HayKu, nMTepaTypbl U UCKyccTBa. ABTOPCKME NpaBa BbICTYNalT B Ka4eCTBE rapaHTum
TOrO, YTO UHTENNEKTYanbHbIA/TBOPYECKUIA TPy aBTOpa He ByaeT HanpacHbIM, 4acT emy
crnpaBeanvBeble BO3MOXHOCTU 3apaboTaTb Ha pesynbTaTtax CBOero Tpyaa, nonyynTb
N3BECTHOCTb W Npu3HaHune. HukTo 6e3 paspelleHnss aBTopa He MOXXET BOCNPOM3BOAUTb
€ro npousBeaeHne, pacnpocTpaHsiTb, NyGNNYHO AEMOHCTPUPOBaTL, NpoaaBaThb,
MMMNOPTMPOBAaTb, MycKkaTb B MPOKaT, MyGIIMYHO UCMONHSTL, NOKa3blBaTb/UCNOMHATL B
adupe unu pasmeLlatb B VIHTepHeTe.

Ncnonb3oBaHue «nMpaTckoro» nporpaMMHOro obecnedYeHns MoXeT NPUBECTU K MHOTUM
pyUCKaMm: OT NoTepu AaHHbIX K TBOMM akkayHTam [0 6r10KMPOBKM TBOEro YCTPOWCTBA, rae
YCTaHOBINEHHbIV He feranbHas nporpamma. He ctout Takke 3abbiBaTb, YTO
CyLLEeCTBYeT feranbHble U 6ecnnaTHble NPorpamMmmbl, KOTOPbIE MOXHO HaTU B CETU.

O noprane

CeTeBUYOK.p - TBOM rMaBHbIA COBETYMK B CETU. 34€Ch Thbl MOXELUb Y3HATb O

6e30nacHOCTM B CETU NOHATHbLIM U AOCTYMNHBIM A3bIKOM, @ NPU BO3HUKHOBEHUM
KPUTUYECKON cUTyaumm obpaTUTbCs 3a COBETOM. A TakKe NPUHATb y4yacTue B

KOHKypCcax 1 ctaTb caMbiM UUAPOBLIM rpaxgaHMHOM!
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